Abstract
Introduction
The scale of the rise in cybercrimes is alarming. The cost of cyber breaches in the UK alone is estimated to be £3.14 million [1] . The Business Email Compromise (BEC) scams worldwide were estimated to be more than $ 3 billion [2] . The impact of cybercrime is not just assessed solely in terms of costs incurred but also in terms of breach of data privacy which can affect many consumers. The projected losses for the businesses by the year 2019 due to cybercrime are estimated to be in the region of $2 trillion [3] . While the number of cyber security attacks in large companies has been decreasing, in medium and small sized companies it is increasing significantly, which could be a major concern for developing countries [4] .
Saudi Arabia, which is one of the fastest developing countries in the Middle East, has seen enormous growth in the use of communication technologies, the Internet and mobile technologies in recent years. It is estimated that approximately 66% of the population, which equals more than 18 million users, have access to the Internet. Facebook and Twitter are used by the majority of these users [5] . About 39% of the population that uses the Internet buys products online, and the country's E-commerce business is about $520 million [6] .
The penetration of the Internet and the boom in smartphone usage in KSA is relatively new.
Therefore, it can be assumed that understanding of the importance of cyber security and information on security measures which can be taken is limited.
Focusing on these aspects, a previous study investigated the cyber security awareness of the people in Saudi Arabia in different contexts. A quantitative online based survey was conducted using a survey questionnaire for gathering the information related to cyber security awareness in Saudi Arabia. The study found that though the participants have good knowledge of IT, their awareness regarding the threats associated with cybercrime, cyber security practices, and the role of government and organizations in ensuring the information safety across the Internet is very limited. The results indicated that the levels of cybercrime experiences are on the rise in recent years, and there is no specific approach being followed in the region for increasing cyber security awareness except CERT regulations, and online information on government websites. Additionally, Chi-Square test results (t(627)=3.85, p=0.013) indicated that the Internet skills have an effect on the cyber security practices from the users end, and association of the level of skills of the people with the available security measures being implemented by the responsible organizations in the region. The study has found that there is an immediate need for developing an application for creating cyber security awareness in the region in order to combat cybercrime.
The key findings of the previous study (survey) are that there is a high usage of Internet mostly on daily basis amongst participants. Another important observation was that over 90% participants use smartphones primarily for Internet access for various activities including banking, shopping activities. The general observation was that even though the survey shows good IT knowledge amongst users, the cyber security awareness was weak amongst them. It was observed that apart from anti-virus and firewall as relatively common cyber security practices, the participants' responses showed that they have relatively less cyber security awareness and have weaker practices such as creating easy passwords.
Though Saudi Arabia has experienced a significant growth in the use of technologies, but use of security technologies (and the extent of related awareness) has not kept pace, and citizens are experiencing problems and prefer an effective role of responsible organizations in improving cyber security awareness; and support the concept of using mobile applications for increasing security awareness among them. It is clearly evident from the survey results as majority of the participants has experienced cyber-attacks
One of the best ways of combating cybercrime is by creating awareness and adopting better cyber security practices among the people. The survey responses in the previous study has indicated that the users are insecure about their data security and are willing to adopt better practices to secure their devices and data. The survey responses also indicated that a cyber-security awareness application would enable the users to improve their cyber security practices. Therefore, it is important that different approaches for creating cyber security awareness in Saudi Arabia must be developed and deployed to combat cybercrime. As preferred by the participants a mobile application for this purpose can be an effective approach in combating cybercrime and raising awareness. However, the application needs to be engaging users and effective in educating and training the users.
Therefore, the awareness programs must be developed in such a way that it perfectly meets the changing needs of the people, and considers the lifestyles and cultural practices in the country, and must be engaging. Considering these factors, this study has reviewed various studies and mobile applications coupled with gaming technology for generating security awareness.
Background Study
To increase awareness about cyber security, it is essential that the users are provided with training. There are various modes of creating cyber security awareness like education, promotion etc. However, it is essential that these modes have to be effective in creating an impact on the users. Serious games can be an effective method to provide training to the users. Serious games are games that are designed with a purpose rather than just intended for pure entertainment. They are proved to be effective tools for training and achieving a behavioral change. Such methods of using games for training is also referred as games based learning approaches. Though games based learning methods are mainly utilized in school education, increasingly, these methods are also adopted in healthcare, advertising, behavioral change, and recently in cyber security training [7] .
Learning through mobile games is an educational process where the users are required to perform learning activities by using a game or a series of games designed for specific learning activity [11, 12, 13] . The digital games on mobiles can be effective in providing fidelity of simulations and problem solving tasks, which could enhance the learning activity and motivate the users. Understanding its scope, researchers have suggested that gamification can be a key concept for learning security awareness concepts in future [13] . While few studies have identified the potential of gaming in learning, other studies have already identified the change in the implementation [14] . Different studies have found the huge potential of implementing gaming technology in different areas. In a study [15] focused on gaming for learning, it was identified that learning process can be significantly improved by mobile gaming education. Another study [16] has found that gaming process can improve literacy levels among children.
Research studies have found that games are an effective education tool widely popular and effective in teaching, especially puzzle games. A study conducted by Costabile, et al. [17] has explored how a mobile phone can be used to teach archaeology through game based learning. Another study has identified and explored the importance of mobile learning integrated with technology in education. The games based learning method has several advantages. The obvious advantage is that games based learning method provides an interactive approach to train or educate the users about a specific program. It enables the players to acquire skills and to enable thought processes in a fun and interactive way. The adaptability and flexibility of games approaches enables to design the game to suit almost every training subject possible [8] .
A well designed game enables the user to enter a virtual environment that is similar to the real environment and would enable the player to draw connection between the learning in the virtual environment to the real world. The games based approach would motivate the player to move towards the goal with required actions and also see the consequences without facing penalties in the real life. Further, when compared to the traditional method of training, games based methods are more engaging, relatively cost effective, easily transferrable to a large number of trainees, customized to each player, etc. [9] . Moreover, there are limited studies that have explored games based learning approaches for cyber security awareness in Saudi Arabia context. Therefore, this paper explores the potential of the gaming technology to support several key areas of security awareness/learning.
Methodology
The number of mobile and computer games has been on the rise in the past few years. With a rapid increase in the smartphone usage across the world, there has been a rise in the number of various mobile gaming applications. As the games are effectively engaging the users, the possibility of using them for cyber security awareness is being considered as one of the major areas of research. As the growth of these applications is observed to be at a rapid pace, the design and developments are going on in both academic and commercial settings. Therefore, it is necessary to consider both existing applications used for cyber security awareness and also the studies associated with them. Thus, this paper is divided in to two parts. The first part focuses on a structured review of research literature and the second focusing on the applications/product search. The structured review was carried out in November and December 2016, which includes studies and papers published in various journals and conferences. The literature search was conducted using Google Scholar, which is one of the popular search engines for academic releases and has various options for filtering the results. The following keywords and their combinations are used for literature search.
•
The search was initially focused on considering the studies with an outcome using some measurement techniques. However, as there were only few studies found that were focusing on cyber security awareness and training using gaming applications, the search was expanded to include any academic paper describing a cyber-security game. The literature search yielded 68 results, which were inspected by the authors, and a final selection of 12 papers was made considering the purpose (cyber security awareness) of the gaming applications. These studies were grouped by the games they describe, type, methods used, and the results (whether significant or not?). As the Google search shows large number of results only the first 15 results for each keyword or their combination are considered for inspection. The application/ Product search was carried out in November and December 2016, and updated in January 2017. The search was conducted using Google Play store, Google Search (UK), Bing, Apple App Store, and other popular gaming websites (www.gamespot.com; http://serious.gameclassification.com/). Only those gaming application focusing on cyber security were considered, and included for inspection if the information was freely available to assess their relevance (awareness; education) to the study. The search yielded 19 games, out of which 10 games were considered for review according to their relevance.
Review of Game based cyber-security studies
12 papers have been identified, which were focusing on cyber security awareness and training through games. These papers are presented in table 1. Out of these only 6 studies were conducted in 2010 or before, and remaining 6 papers post 2010, which reflects the area of study as relatively new. These studies focus on analyzing different games for creating cyber security awareness and training using technologies that include 3D virtual world or simulation, 2D framework, mobile applications and web based application technologies. Most of the games focused on general cyber security awareness, network security, and phishing and end-user PC protection.
As the number of studies in the area of cyber security training has been increasing, most of these studies were focusing on the general public. Very few studies are found to be focusing on training professionals in the aspects of internal threats. Any study has to evaluate the application to identify the suitability and the usability of such applications. Out of the reviewed papers only few studies have evaluated the applications which include Anti Phishing Phil, NGSEC, and Control-Alt-Hack. All these studies have indicated positive feedback on utilizing games for creating cyber security awareness. However few studies including [22] , [24] , [26] , and [27] have suggested some improvements and recommendations, while all other studies have stated positive results.
Studies including Anti Phishing Phil and Security games by Next Generation Security (NGSEC) have shown significant improvements in using games for learning purpose, but the sample sizes used in these studies were quite small. Other games have resulted in positive feedback from users but did not evaluate the impact and effects on learning outcomes; while other studies did either not study effects on learning outcomes, or the results were not quite conclusive, but the authors were convinced they gave a positive "early indication". A review of these studies has indicated that the cyber security awareness approach through gaming is relatively quite new and needs extensive research studies and evaluation approaches for analyzing various security issues and the related gaming techniques. As the cyber security is a large area were the threats may appear in various forms, a streamlined gaming techniques are necessary for generating awareness according to the types of threats.
Review of Cyber-security Games
Various games have been identified which are related to specific aspect of cyber security or threat. Out of these 10 popular games are listed in table 2, along with type, intended learning, and target audience. Majority of the games are available for free and are mainly focused on teenagers, students and children. Corporate training games designed for professionals with more detailed threats awareness programs were found in [30] and [36] where awareness regarding data loss prevention, information management etc. was provided. However, no information was found regarding the effectiveness of any of these games in creating cyber security awareness. The review has found that there are various games developed for specific issues 
Discussion and Future Work
Cybersecurity is a wide area involving various aspects from software, hardware, human resources, operational processes, and psychology. Similar is the scope of security threats, which can be in various forms causing damages at different levels. Therefore awareness and training is an effective approach in dealing with the threats of cyber security. Games, as discussed in the previous sections can be an effective tool in achieving this target. However, the concept of gamification for cyber security is relatively new and developing field. Threats can take various forms, however, the user need to be alert and aware of various precautions necessary in order to prevent any event of security attack. Usually the user side awareness includes recognizing web-based attacks, phishing and spam emails etc. As the previous study has found that there is an immediate need for developing applications for creating cyber security awareness in Saudi Arabia, this paper reviews the gaming as a tool for this purpose, and the related aspects necessary for developing an effective gaming technology addressing the specific security issue completely.
Various studies have been reviewed, out of which most of the studies have indicated positive results in using gaming technologies as a tool for creating awareness and training. However few studies are not evaluated and few of them used small sample population in the studies. From the review it is evident that there is a need for in-depth and robust evaluations to conclude the effectiveness of serious games for cyber security, and also the need for using large sample population in these studies.
This paper also reviewed few popular games available for raising cyber security awareness. Most of these games are developed by governmental organisations or charitable intuitions. Most of these games were targeted at children or teenagers, and two of them for professionals. It was found that there are relatively few games focused particularly among the adult population in general. In addition most of the games were focusing on general cyber security aspects, and issue specific games were not found. Therefore there is a need for streamlining the game development according to the requirements and the types of security threats that are occurring frequently. In addition there is a need for continuous monitoring and games updating necessary as there are new threats emerging every day.
From these reviews it was identified that though there are various studies supporting the positive impact of gaming in creating cyber security awareness, there is a need for regress study involving large sample populations to evaluate the impact; and there is also a need for considering issue specific gaming applications to evaluate effectively which can help in concluding the impact of gaming technologies in cyber security awareness and training, as most of the studies reviewed focused mainly on general cyber security issues. Therefore it can be concluded that Gamification offers a potential option in this respect, and the future research would therefore explore how it can be applied to support several key areas of security awareness/learning, and also the suitability of such applications in the country like Saudi Arabia.
